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Aims 

Our school aims to:   

• Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors 

• Deliver an effective approach to online safety, which empowers us to protect and educate the whole school 
community in its use of technology 

• Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate 

• The Online Safety Policy and its implementation shall be reviewed annually.  

• It will also be reviewed every three years as part of our safeguarding review  

 

Children interact with new technologies such as mobile phones and the Internet on a daily basis.  The exchange of 
ideas, social interaction and learning opportunities involved are greatly beneficial but can occasionally place children 
and young people in danger and present risks and challenges. 
 
Through ICT we ensure that the school meets the needs of all, taking account of gender, ethnicity, culture, religion, 
language, sexual orientation, age, ability, disability and social circumstances. It is important that in this school we meet 
the diverse needs of pupils to ensure inclusion for all and that all pupils are prepared for full participation in a multi- 
ethnic society.  
 

Roles and responsibilities 

Responsibilities: Online Safety Leader 

Our Online Safety Leader is the person responsible to the head teacher and governors for the day to day issues 
relating to online safety.  
 
The Online Safety Leader: 
 

• takes day to day responsibility for online safety issues and has a leading role in establishing and reviewing  
the school online safety policies / documents 

• ensures that all staff are aware of the procedures that need to be followed in the event of an online safety 
incident taking place 

• provides training to ensure that all children are aware of and know how to behave online 

• provide advice and support for staff  

• liaises with the Local Authority 

• liaises with school IT technical staff and external technicians 

• receives reports of online safety incidents and creates a log of incidents to inform future online safety 
developments  

• receives appropriate training and support to fulfil their role effectively 

• has responsibility for blocking / unblocking internet sites in the school’s filtering system / passing on requests 
for blocking / un blocking to the ICT Helpdesk 

• maintains logs of any occasions where the school has used its powers of search and deletion of electronic 
devices  

• Current named Online Safety Leader is Mrs Lizz Hall 
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Responsibilities: Head teacher  

• The head teacher is responsible for ensuring the safety (including online safety) of members of the school 
community, though the day to day responsibility for online safety is delegated to the Online Safety Leader 

• The head teacher and another member of the senior management team should be aware of the procedures 
to be followed in the event of a serious online safety allegation being made against a member of staff.  

 

Responsibilities: Classroom based staff 

Teaching and Support Staff are responsible for ensuring that: 
 

• they have an up to date awareness of online safety matters and of the current school online safety policy and 
practices 

• they report any suspected misuse or problem to the Online Safety Co-ordinator  

• online safety issues are embedded in the curriculum and other school activities 

• user names, log in details and passwords for TEAMS, Times-table Rockstars, Spelling Shed and any other 
permitted logins are held securely and shared only as appropriate 

• they support and encourage parents and carers to do what they can to keep their children safe  

• photographic images and videos of children are only used on the BLOG after their written permission has 
been obtained and only for the purpose for which consent has been given. 

Responsibilities of parents 

• Make sure that they allow children safe access to the internet when they are at home and that that they are 
aware of when and how children are accessing the internet.  

• Parents report to school any issues involving cyber bullying or inappropriate internet use to school so correct 
behaviour can be reinforced during PSHE or Computing lessons.  

• To promote and help support their child in being responsible in their approach to online safety 

• Keep up to date with online safety changes reported by the school and are aware of the help and advice 
offered frequently on the school newsletter.  

 

Responsibilities of the children 

• Take part in and listen to online safety lessons taking on board how to stay safe.  

• Report any online safety concerns to parents and teachers  

• Know how to report any concerns via the CEOP button.  

• Be able to explain to others how they are able to access the internet and communicate this to parents and 
staff.  

• To understand and show respect for others online using the internet, social media, mobiles phones and other 
electronic devices  
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Teaching and learning 
 
The Internet is an essential element for education, business and social interaction.  Internet use is a part of the 
statutory curriculum and a necessary tool for staff and pupils, and so the school has a duty to provide pupils with 
quality Internet access as part of their learning experience: 
 

• The school Internet access will be designed expressly for pupil use including appropriate content filtering.  

 

• Pupils will be given clear objectives for Internet use and taught what use is acceptable and what is not.  

 

• Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge 
location, retrieval and evaluation.  

 

• As part of the Computing curriculum all year groups will have online safety embedded into their lessons. 

 

• When children are directed to websites as part of home learning, they will have been checked for 
appropriateness by the teacher setting the learning.  

 
 

Technologies 
 

Computing in the 21st century has an all encompassing role within the lives of children and adults.  New technologies 
are enhancing communication and the sharing of information.  Current emerging technologies used in school as well 
as outside school include any device which has internet access: 

• the internet 

• email 

• instant messaging often using simple web cameras 

• blogs (an online interactive diary) 

• Pod casting (radio/audio broadcasts downloaded to a computer or MP4 player. 

• Social networking sites  

• Gaming sites 

• Music download sites 

• Mobile phones with camera and video functionality 

• Mobil technology (e.g. games consoles) that are internet ready. 

• Smart phones with e-mail, web functionality and cut down ‘office’ applications.  

• I-pads/tablets/ laptops 

• Use of TEAMS and zoom 
 

Communication 
 

How will online safety be introduced to the children? 
 

• Termly key stage assemblies discussing updates to online safety and how it impacts what ICT children are 
using in school and at home.  

• An online safety training program will be introduced to raise to awareness and importance of safe and 
responsible internet use.  
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• Children will receive online safety lessons at the start of each term from Early Years – year 6.   
 

o This will be achieved by following lesson modules which the Online Safety Leader has recommended 
which will include the  www.thinkyouknow.co.uk/website, which is maintained by CEOP;  Twinkl, and 
other available resources which are age appropriate.  

• Pupils in Key Stage 2 will be taught how to report unpleasant internet content e.g. using the “CEOP Report 
Abuse” icon. 

 

How will online safety be introduced to staff? 
 

• Staff will receive regular updated training either through the Online Safety Leader or the Local Authority. 
o This will include ways on how to teach children to be safe on the internet as well as protecting 

themselves and their privacy when using social networking sites such as Facebook.  
 

• Staff will be informed by the Online Safety Leader procedures to follow in the case of an online safety 
issue. 
 

• Staff will be given access to online safety lesson plans and resources to complete each term. 
 

How will online safety be introduced to parents? 
 

• The school delivers an annual online safety meeting to which all parents are invited.  The Online Safety 
Leader will provide advice on filtering systems and update on any online safety issues which we have 
been informed of.  

 
 

Computing security system  
 

• The school computing systems security is reviewed regularly by the Online Safety Leader & IT provider 
(Gipping Valley IT Systems (GVITS)) 

 

• The school information system security is reviewed regularly by the IT technician.  
 

• Virus protection is updated regularly and managed by our IT provider/Network Manager (GVITS) and any 
faults reported immediately.  
 

• Nobody should open an email (or attachment) unless they are certain of who has sent it – delete email if 
there is any doubt. 
 

• Security strategies are discussed by the IT provider (GVITS) and the Local Authority, Suffolk County Council.   
 

Managing filtering  
 

• The school IT network and internet access has a range of security settings:  
o A child log-on uses the very restrictive county filter - blocking access to particular websites and 

searches using particular vocabulary.  
o The school internet access is designed expressly for pupil use including appropriate content filtering. 
o Teaching/Office staff have a less sensitive filter – allowing them access to sites such as Youtube. 
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• The school uses the Local Authority Internet Service Provider, Suffolk County Council,  and this service has a 
very secure filtering system which blocks unsuitable sites and images.  Our own anti-virus software also 
highlights the safety of websites. 
 

• The school works with its Network Manager (GVITS) and the LA to ensure systems to protect pupils are 
reviewed and improved.  

 

• If staff or pupils come across unsuitable online materials, the site is reported to the Online Safety Leader.  
 

• Senior staff will ensure that checks are made to ensure that the filtering methods selected are appropriate, 
effective and reasonable.  

 

Authorising Internet access  
 

1. All staff must read and sign the ‘Acceptable Use & Digital Images Policy’ before using any school IT resource.   
 

2. All staff must read and sign the ‘Staff Information Systems Code Conduct’ appendix B before using any school 
IT resource.  

  
3. All parents will be asked to read and sign the ‘Internet Permissions and Online safety’ form appendix A 

 
4. The IT Technicain will maintain a current record of all staff and pupils (classes) who are granted access to 

school IT systems (ie who have a secure school log-in) 
 

5. At Key Stage 1, access to the Internet will be by adult demonstration with directly supervised access to 
specific, approved online materials. 
 

6. Teaching staff will ensure that the use of Internet derived materials used by pupils and staff complies with 
copyright law. 

 
7. Any person not directly employed by the school (eg student teachers, volunteers) will be asked to sign the 

‘Staff Information Systems Code Conduct’ appendix B  before being allowed to access the internet from the 
school site.  

 

Social Networking Safety 
See ‘Social Media Policy’ 

 

1. Our schools network blocks access to social networking sites. 
2. Pupils will be advised never to give out personal details of any kind which may identify themselves, other 

pupils, their school or their location.  This will also include not using personal photographs and videos.  
3. Pupils should be advised not to place personal photos on any social network space.  
4. Pupils should be advised on security and encouraged to set passwords, deny access to unknown individuals 

and instructed how to block unwanted communications.  
5. Pupils should be encouraged to invite known friends only and deny access to others. 
6. Pupils and parents will be advised that the use of social network spaces outside school is inappropriate for 

primary aged pupils.  

7. Pupils will be encouraged to only interact with known friends and family over the Internet and deny access to 
others.  

8. Parents and pupils will be advised of the dangers of discussing pupils, staff or the school on social networking 
sites.  
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9. Parents will be informed that it is not permitted to ‘check in’ on social networking sites whilst assisting on 
educational visits.  
 

Mobile Phones  
 
Many new mobile phones have access to the Internet and picture and video messaging. Whilst these are the more 
advanced features, they present opportunities for unrestricted access to the Internet and sharing of images. There 
are risks of mobile bullying, or inappropriate contact.  
 

• Pupils by permission of the Headteacher can bring mobile phones onto the school site where it is seen by the 
school and parents as a safety/precautionary use.  
 

• The mobile phones are handed into the school office in the morning when the pupil arrives on the school site and 
it is collected at the end of the day by the pupil.  

 

• The sending of abusive or inappropriate text messages is forbidden.  

 

•  Staff should always use a school phone to contact parents.  

 

•  Pay as you go mobile phones will be provided to staff for educational visits and their numbers given to parent 
helpers. These will be kept in the school office and signed out before use.  

 

•  Support Staff, students and visitors are not permitted to access or use their mobile phones within the classroom, 
unless it is an emergency. These people should keep their phones stored safely away and on silent during 
teaching times.  

 

•  Teaching staff should have their phones with them (but on silent) at all times in case of emergency.  

 

•  Staff may use their mobile phones when not teaching in the PPA room and staffroom.  

 

•  Parents are informed they cannot use mobile phones or cameras on school trips to take pictures of the children 
(other than those provided by the school).  

 
Published Content and the School Web Site 

See ‘Acceptable Use & Digital Images Policy’ 
 

1. The contact details on the Web site should be the school address, e-mail and telephone number.  
2. Staff or pupils personal information will not be published.  
3. The Office Manager will take overall editorial responsibility and ensure that content is accurate with guidance 

from the online safety co-ordinator as appropriate.  
4. Photographs and videos that include pupils will be selected carefully and will not include any pupil whose 

consent has not been given.  

5. Work can be published with the permission of the pupil and parents.  
 

 
 
 
 



 8 

Assessing risks  
 

The school takes all reasonable precautions to prevent access to inappropriate material. However, due to the 
international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will 
never appear on a computer connected to the school network. The school cannot accept liability for any material 
accessed, or any consequences of Internet access.  
 
The school regularly audits Computing use to establish if the online safety policy is adequate and that the 
implementation of the online safety policy is appropriate and effective.  
 

 
Handling online safety complaints  
 

1. Complaints of Internet misuse is dealt with by a senior member of staff.  

2. Any complaint about staff misuse must be referred to the head teacher.  

3. Complaints of a child protection nature must be dealt with in accordance with school child protection 

procedures.  

4. Pupils and parents will be informed of the complaints procedure (see schools complaints policy)  

5. Pupils and parents will be informed of consequences for pupils misusing the Internet.  

 
 
Inappropriate content on a computer in school 
 

If it is a case of inappropriate content being accessed or downloaded by a member of staff please comply 
with the following procedure: 

1. Turn off the monitor or minimise the screen so the images cannot be seen.  Do not turn off the computer.  

2. Do not try and remove the images or look to see where they came from.  

3. Inform Online Safety Leader and head teacher ASAP .  

4. Depending on the nature of the content Head teacher / Online Safety Leader to report the issue to the police.  

 

If it is a case of inappropriate content breaching broadband filtering system please comply with the 
following procedure: 

1. Turn off the monitor so the images cannot be seen.  Do not turn off the computer.  

2. Do not try and remove the images or look to see where they came from.  

3. Inform Online Safety Leader ASAP.  

4. The Online Safety Leader will inform IT technician (GVITS) who directly contact our broadband provider via 

Suffolk County Council and report the URL (address), time, content of the website.  
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Communication of Policy  
 
Pupils:  

• Rules for Internet access are discussed with their teacher.  

• Pupils will be informed that internet use will be monitored.  

• Pupils will be informed of the importance of being safe online. This will be strongly reinforced and embedded 
across all year groups during computing lessons and all pupils will undertake regular online safety lessons 
each term.  
 

Staff:  

• All staff will be given the school online safety policy and its importance explained.  

• Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and 
professional conduct is essential.  
 

 
Parents:  

• Parents’ attention will be drawn to the school online safety policy in newsletters and on the school website. 
They will receive regular updates about online safety in the newsletters 

 

Further resources 

These resources will support you to talk to your child about a range of online safety issues, set up home filtering in a 
child-friendly way and set up age-appropriate parental controls on digital devices: 

• Thinkuknow by the National Crime Agency - Child Exploitation and Online Protection command (NCA-CEOP) - 
resources for parents and carers and children of all ages to help keep children safe online 
 

• Childnet has developed guidance for parents and carers to begin a conversation about online safety, as well as 
guidance on keeping under-fives safe online  

 
• Parent Info is a collaboration between Parent Zone and NCA-CEOP - support and guidance for parents and carers 

related to the digital world from leading experts and organisations 
 
• National Society for the Prevention of Cruelty to Children (NSPCC) - guidance for parents and carers to help keep 

children safe online 
 
• UK Safer Internet Centre - tips and advice for parents and carers to keep children safe online - you can also report 

any harmful content found online through the UK Safer Internet Centre  
 
• Inclusive Digital Safety Hub and Online Safety Hub created by South West Grid for Learning in partnership with 

Internet Matters - support and tailored advice for young people with additional learning needs and their parents 
or carers 

 
• Parents’ Guide to Age Ratings explains how the British Board of Film Classification rates content, and gives parents 

advice on choosing online content well 

https://www.thinkuknow.co.uk/
https://www.childnet.com/
https://www.childnet.com/parents-and-carers/have-a-conversation
https://www.childnet.com/parents-and-carers/hot-topics/keeping-young-children-safe-online
https://parentinfo.org/
https://www.nspcc.org.uk/keeping-children-safe/online-safety
https://www.saferinternet.org.uk/advice-centre/parents-and-carers
https://reportharmfulcontent.com/
https://reportharmfulcontent.com/
https://www.internetmatters.org/inclusive-digital-safety/
https://indd.adobe.com/view/edb6c04a-b984-4cd4-ab93-79ea28ac8298
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Apps to help children stay safe online 
 
The BBC has a website and app called Own It. The website helps children navigate their online lives, and the free 
smartphone app comes with a special keyboard which can intervene with help and support in the moments that 
children need it the most. It can be downloaded for free in the Google Play Store and Apple App Store. 
 
SafeToNet is an app for parents to help them protect their children from online risks like cyberbullying and sexting, 
while respecting their child’s rights to privacy. The SafeToNet Foundation is providing UK families with free-for-life 
access to SafeToNet during the coronavirus (COVID-19) outbreak. 

 

 

 
Due to constant changes in technology this policy will be renewed annually  

or earlier if deemed necessary    

https://www.bbc.com/ownit
https://safetonet.com/foundation/covid/
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Appendix A – Parent Acceptance & Permission Form 
 

 

 

Internet Permission 

& Online Safety Policy 
 

All pupils use computer facilities including Internet access as an essential 
part of learning, as required by the National Curriculum.  

Parents/carers are asked to read our Online Safety Policy at 

http://www.hitchamsframlingham.org.uk/Policies/ 

and then sign the consent for Internet Access below. 

Parent’s Consent for Web Publication of Work and Photographs 

I agree that my son/daughter’s work may be electronically published.  I also agree that 
appropriate images and video that include my son/daughter may be published subject 
to the school rule that photographs will not be accompanied by pupil names. 

Parent’s Consent for Internet Access 

I have read and understood the school ‘Online Safety’ policy and rules and give 
permission for my son / daughter to access the Internet.  I understand that the school 
will take all reasonable precautions to ensure that pupils cannot access inappropriate 
materials.   

I understand that the school cannot be held responsible for the content of materials 
accessed through the Internet.  I agree that the school is not liable for any damages 
arising from use of the Internet facilities.  

 

Signed:  Date:  

Please print name:  

Child’s name: 
 

Please complete, sign and return to the school  

http://www.hitchamsframlingham.org.uk/Policies/


 12 

  



 13 

Appendix B – Staff Acceptance Form 

Staff Information Systems Code of Conduct  
To ensure that staff are fully aware of their professional responsibilities when using information systems, 
they are asked to sign this code of conduct.  Staff should consult the school’s Online Safety policy for further 
information and clarification.    

• The information systems are school property and I understand that it is a criminal offence to use a computer 
for a purpose not permitted by its owner.  

• I will ensure that my information systems use will always be compatible with my professional role. 

• I understand that school information systems may not be used for private purposes, without specific 
permission from the headteacher. 

• I understand that the school may monitor my information systems and Internet use to ensure policy 
compliance. 

• I will respect system security and I will not disclose any password or security information to anyone other than 
an appropriate system manager. 

• I will not install any software or hardware without permission. 

• I will only open emails and attachments if I am 100% certain of the security of its source. Otherwise I will delete 
them. 

• I will ensure that personal data is kept secure and is used appropriately, whether in school, taken off the school 
premises or accessed remotely. 

• I will respect copyright and intellectual property rights. 

• I will report any incidents of concern regarding children’s safety to the school Online Safety Leader or the 
Designated Safeguarding Lead.  

• I will ensure that any electronic communications with pupils are compatible with my professional role.  

• I will promote online safety with pupils in my care and will help them to develop a responsible attitude to 
system use and to the content they access or create.  

The school may exercise its right to monitor the use of the school’s information systems, including Internet access, the interception 
of e-mail and the deletion of inappropriate materials where it believes unauthorised use of the school’s information system may 
be taking place, or the system may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or 
sound. 

I have read, understood and agree with the Staff Information Systems Code of Conduct.  

Signed:   ……………………………………………………….  

Print Name:   ………………………………………….……………  

Date:   ……………………………. 


