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SOCIAL MEDIA POLICY 

 
This guidance should be read in conjunction with Online Safety.  
 

Social media and social networking sites play an important role in the lives of many people. We 
recognise that sites bring risks, but equally there are many benefits to be reaped. This gives clarity to 
the way in which social media and mobile phones are to be used by pupils, governors, visitors, parent 
helpers and school staff at Sir Robert Hitcham’s CEVAP School. It will also provide guidance for how 
the school Facebook page will be managed along with guidance for parents. 
 

There are five key areas: 
A. The use of social networking sites by pupils within school 
B. Use of social networking by staff in a personal capacity 
C. The school Facebook page 
D. The school YouTube channel 
E. Comments posted by parents/carers 
F. Dealing with incidents of online bullying 
 

A. The use of social networking sites by pupils within school 
 

The school's Acceptable Use Policy (AUP) outlines the rules for using IT in school and these rules 
therefore apply to use of social networking sites. Such sites should not be used/accessed in school 
unless under the direction of a teacher and for a purpose clearly apparent from the learning objective 
of the relevant learning experience. If social media sites are used then staff should carry out a risk 
assessment to determine which tools are appropriate. Social Media site to be used in school include 
blogging sites (Primary blogger). Parents will give permission for children to access these sites in 
school as well as permission for images of their child / child’s work to be included on the site.  
 
In terms of private use of social networking sites by a child it is generally understood that children 
under the age of 13 are not permitted to be registered. 
 

B. Use of social networking sites by staff in a personal capacity 
 

It is possible that staff will have their own social networking site accounts. It is important for them to 
protect their professional reputation by ensuring that they use their personal accounts in an 
appropriate manner. 
Guidelines are issued to staff: 

• Staff must never add pupils as ‘friends’ into their personal accounts (including past pupils 
under the age of 16). 

• Staff are strongly advised not to add parents as ‘friends’ into their personal accounts. 

• Staff must not post comments about the school, pupils, parents or colleagues including 
members of the Governing Body. 

• Staff must not use social networking sites within lesson times (for personal use). 

• Staff should only use social networking in a way that does not conflict with the current 
National Teacher's Standards. 

• Staff should review and adjust their privacy settings to give them the appropriate level of 
privacy and confidentiality-they should never be ‘public’. 

• Staff should not identify themselves as representatives of the school on-line 
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• Staff should read and comply with 'Guidance for Safer Working Practice for Adults who Work 
with Children and Young People'. 

• Inappropriate use by staff should be referred to the Headteacher in the first instance and may 
lead to disciplinary action. 

• If a parent/carer is making threats on-line against a member of school staff, this is counted as 
bullying and harassment. The member of staff MUST inform the headteacher immediately 
and the parent/carer spoken to. Should the situation nnot improve the Police and Local 
Authority should be informed. 

• No school computer are to be used to access social networking sites at any time of day unless 
for direct school use (eg posting school information on the school Facebook page). 

 

C. School Facebook Page  
 

Rationale:  
Maintaining an online presence is vital for schools, not only in terms of keeping the school community 
up to date with what’s happening in the school, but also in terms of attracting potential enrolment.  
Having a school website is an essential part of this, but web users must specifically visit the school 
website regularly to receive the information. By having a Facebook page, the school is feeding school 
information, news and notices directly into the personal news feeds of parents and the wider school 
community.  
 

Aims:  
The purpose of having a school Facebook page is: 

• To enhance our school communication system with information shared via Facebook, along 
with the existing methods of ParentMail, the school BLOG, and the school website.  

• To publicise school events, and increase awareness about school fundraising.  

• To highlight positive school achievements in a forum where they can be shared by the school 
community.  

• To make duplicate school announcements (e.g. school closure due to snow)  

• To announce any updated information that appears on our website via Facebook.  

• To use Facebook as a means of marketing the school to a wider audience.  

• To have a Facebook Feed embedded on the homepage of the school website.  

• To engage the community that the school serves and act as a key component of our school’s 
online presence.  

• To maintain contact with past parents and past pupils.  
 

Terms of Use of the School Facebook page  

• Users cannot tag or post photographs of children on the page.  

• Users should not post comments on the page that could be deemed as offensive  

• Users will not mention any individual member of the school community in a negative light on 
Facebook.  

• Users should not engage negatively about the school on Facebook, such matters should be 
taken up appropriately with the headteacher through the school office. 

• Users should not post comments that can identify members of the school community – ie 
including (but not limited to) children, parents, staff, Governors or volunteers. 

• Users may not advertise products or services on the school Facebook page.  
 
 
 

mailto:admin@hitchams.suffolk.sch.uk?subject=FAO%20Headteacher%20
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Points to Note  

• Parental permission is sought by the school in order to post photos or videos of pupils on the 
school Facebook page. 

• The Facebook page will be managed by the school office under direction from the Head. 

• There will be an immediate ban should any user break any of the above terms of use. 

• Inappropriate or harmful comments/content will be removed immediately. 

• Comments that identify members of the school community will be removed immediately. 

• Photos of adults within the school community will not be posted on the school page except 
with the express permission of the individual. 

• Facebook lists a minimum age requirement of 13, and all parents are reminded that children 
under the age of 13 should not have a Facebook account. 

 
D. School YouTube Channel  
 

Rationale:  
Maintaining an online presence is vital for schools, not only in terms of keeping the school community 
up to date with what’s happening in the school, but also in terms of attracting potential enrolment.  
Our You Tube channel is used for hosting larger video files that cannot be held on the website or 
Facebook page. 
The videos are shared with the school community – eg ‘The Road Code’ – road safety video, the 
Nativities, weekly Worship videos used during Covid lockdown. 
All videos are suitable for children and have a specific URL associated with the link so they can only 
be accessed by those we share the link with – eg parents and staff. 

 
 
E. Social Media Comments or Posts by Parents or Carers  
 

Parents and carers will be made aware of their responsibilities regarding their use of social 
networking through school communications and parent on-line safety information sessions. Methods 
of school communication include the prospectus, the website, the BLOG, ParentMail, emails, the 
school Facebook Page and verbal discussion.  
 

Effective communication following principles of mutual respect is the best means of ensuring the 
best learning experiences for the child. 
 

Parents must not post pictures of pupils (other than their own children) or other members of the 
school community, on social networking sites where these photographs have been taken at a school 
event without express permission from the other pupil’s parent or the member of staff. 
 

If Parents have complaints about the school they should use the correct school channels rather than 
posting them on any social networking site. (see school complaints procedure) 
 

Parents should not post malicious or fictitious comments on any social networking sites about any 
member of the school community. 
 

 
 
 
 



5 
 

F. Dealing with incidents of online (cyber) bullying/inappropriate use of social 
networking sites 
 
The school’s Anti-Bullying Policy sets out the processes and sanctions regarding any type of bullying 
by a child on the school roll. 
 
In the case of inappropriate use of social networking by users, the Governing Body will contact the 
individual asking them to remove such comments.  
 
The Governing Body understands that, “There are circumstances in which police involvement is 
appropriate. These include where postings have a racist element or where violence is threatened or 
encouraged.” Furthermore, “Laws of defamation and privacy still apply to the web and it is unlawful 
for statements to be written…which: 

• expose (an individual) to hatred, ridicule or contempt 

• cause (an individual) to be shunned or avoided 

• lower (an individual’s) standing in the estimation of right-thinking members of society or 

• disparage (an individual in their) business, trade, office or profession.”  
 
Parents should be clearly aware of the school’s policy of access to social networking sites. 
 
The school has a duty of care to investigate and work with families whose child has received taunts 
from peers. The school is within its rights to warn all parents that we cannot condone the use of 
social media sites outside the terms and conditions of the site (eg minimum age limit). 

 
 
 

ACCEPTABLE USE & DIGITAL IMAGES 

(Staff & Adults) 
 

This guidance should be read in conjunction with the Online Safety Policy. 
 
The aim of this ‘Acceptable Use and Digital images’ policy is to ensure that pupils will benefit from 
learning opportunities offered by the school’s Internet resources in a safe and effective manner. 
Internet and email use and access is considered a school resource and privilege. Therefore, if the 
school AUP is not adhered to this privilege will be withdrawn and appropriate sanctions – as outlined 
in the AUP – will be imposed. 
 

School’s Strategy 
The school employs a number of strategies in order to maximise learning opportunities and reduce 
risks associated with the Internet. These strategies are as follows: 
 

General 
• Internet sessions will always be supervised by a teacher. 

• Filtering systems are used, in order to minimise the risk of exposure to inappropriate material. 

• Children and teachers will be provided with training in the area of Internet safety.(see our On-
Line Safety Policy) 

• Uploading and downloading of non-approved software will not be permitted. 
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• Virus protection software is present on all machines and is updated and checked 
automatically on a daily basis. 

• The use of personal memory sticks, CD-ROMs, or other digital storage media in school 
requires a teacher’s permission and virus scanning must take place. 

• Children will treat others with respect at all times and will not undertake any actions that may 
bring the school into disrepute. 

Internet 
• School staff and pupils will not intentionally visit Internet sites that contain obscene, illegal, 

hateful or otherwise objectionable materials. 

• School staff and pupils will report accidental accessing of inappropriate materials in 
accordance with school procedures.(see On-Line Safety Policy) 

• Pupils will use the Internet for educational purposes only. 

• Pupils will not copy information into work without acknowledging the source (plagiarism and 
copyright infringement). 

• Pupils will NEVER disclose or publicise personal information. 

• Downloading materials or images not relevant to class work and homework is in direct breach 
of the school’s acceptable use policy. 

• School staff and pupils will be aware that any usage, including distributing or receiving 
information, school-related or personal, may be monitored for unusual activity, security 
and/or network management reasons. 

Email 
• School staff will use approved email accounts. 

• School staff will not send or receive any material that is illegal, obscene, and defamatory or 
that is intended to annoy or intimidate another person. 

• Pupils will not reveal their own or other people’s personal details, such as addresses or 
telephone numbers or pictures. 

• Pupils will never arrange a face-to-face meeting with someone they only know through emails 
or the internet. 

• Pupils will note that sending and receiving email attachments is subject to permission from 
their teacher. 

 

School Website 
• Pupils’ work may appear in an educational context on our school website pages as long as 

parents have given permission.  

• The school will endeavour to use digital photographs, audio or video clips focusing on group 
activities. Content focusing on individual pupils will not be published on the school website 
without parental permission. Video clips may be password protected. 

• Any personal pupil information (including home address and contact details) will never be 
included on school web pages. 

• The school website will not publish the names of any pupils. 

• The school will ensure that the image files are appropriately named – will not use pupils’ 
names in image files if published on the web. 

 

Microsoft teams and Tapestry  
• Staff will primarily use Microsoft Teams and Tapestry as a communication tool  

• To gain access to Microsoft Teams every student will be provided with an email address and 
a password.  
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• To gain access to Tapestry parents will be set up with an account by the class teacher or school 
office. 

• Never revealing private information including date of birth, home addresses or contact 
details.  

• Never distribute images of themselves of others via Microsoft Teams.  

• Using appropriate words and actions when participating in calls and chats.  

• Students are strongly advised never to share their log-on name or password with anybody 
other than their trusted adults within their home environment.  

• Microsoft Teams in a ‘Live’ format ‘Live’ interactions to support students will always be 
initiated by a staff member who will make contact with students prior to the interaction 
starting to advise a start date and time.  

• Student behaviour when participating within a ‘Live’ interaction will mirror normal classroom 
behaviour.  

• Students will be expected to:  
o Respect all participants by allowing others to share their view point in a safe 

environment.  
o Respond to questions or tasks from staff members in an appropriate way.  
o Attempt all tasks in a positive manner.  
o Engage with enthusiasm when collaborating virtually with class members.  

• Students must not use Microsoft Teams to call, chat or set up groups between each other or 
with any staff and parents.  

• Students must not attempt to start or record a meeting.  

• Students must think carefully about what is acceptable language with regards to what they 
say, type or post when using Microsoft Teams. This includes the use of emoji’s and images.  

•  Students must hang up at the end of the interaction or when instructed to do so. 

 
Personal Devices 

• Pupils are prohibited from bringing personal devices into the classroom, they should be 
signed in at the school office and collected at the end of the day.  

• Staff, volunteers, parents or Governors are to keep personal devices away from children. 

• Staff can only use devices during lessons for educational purposes with authorisation from 
the Headteacher.  

• Staff, volunteers, parents or Governors must not take photographs of children on their own 
devices unless authorised by the Headteacher.  If photos are taken, they should be 
sent/uploaded to the T: Teachers drive, then immediately deleted off the phone – witnessed 
by another member of staff. 

 

Sanctions 
Misuse of the Internet may result in disciplinary action, including written warnings, withdrawal of 
access privileges and, in extreme cases exclusion.  
The school also reserves the right to report any illegal activities to the appropriate authorities. 

 

Use of Digital and Video Images 

 
The use of cameras and video is an essential and integral part of everyday life.  Staff and children 
should be encouraged to use this technology in a positive and responsible way.   With digital 
technology there is an increased risk for cameras and images to be misused and we recognise that 
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having the appropriate policy and practices in place will protect school staff from misunderstanding, 
false accusations and damage to reputation around the use of digital images. This is in line with 
legislative requirements and will aim to respect the rights of individuals and promote effective 
safeguarding practices.  This will apply to use of any photographic equipment; mobile phones, video 
cameras, webcams as well as other forms of digital technology and resources for storing and printing 
images. 
  
This policy complies with the requirements of the General Data Protection Regulation (GDPR) and 

the expected provisions of the Data Protection Act 2018 (DPA 2018) as set out in the Data 

Protection Bill,  the Freedom of Information Act 2000, the Human Rights Act 1998 and other 

relevant Acts regarding the taking and use of photographic images of children.  Class Teachers are 

responsible for ensuring the acceptable, safe use and storage of camera technology and images.  

 All staff will be asked to sign the Acceptable Use Policy.  Additionally parents are asked to sign to 
give consent to photographs, digital images and videos being taken of their children and are made 
aware of the contexts, nature and the use to which they will be put.  

  
Information about pupils / staff / volunteers in school is held/shared in accordance with the 
General Data Protection Regulations (2018).  The details of this can be found in our Privacy 
Notices or Data Protection policy, which can be obtained from the school office or on the school 
website. 

 
In our school: 

• We gain parental / carer permission for use of digital photographs or video involving their 
child as part of a school agreement.  

• Digital images / videos will be stored securely in shared folders on the school servers. 

• Photographs will be deleted at the end of Year 6 unless an item is being kept for a specific 
purpose e.g. school publication.  

• We do not identify pupils in online photographic materials or include the full names of pupils 
in the credits of any published school produced video / DVD materials. 

• Staff sign the Acceptable Use Policy and this includes a clause on the use of mobile phones / 
personal equipment for taking pictures of pupils. 

 

 
Review  
 

This policy will be reviewed at a minimum of every 2 years unless legislation necessitates an earlier 
review. 
 
 
The attached agreement should be handed to the Office. 
 

  

http://data.consilium.europa.eu/doc/document/ST-5419-2016-INIT/en/pdf
https://publications.parliament.uk/pa/bills/cbill/2017-2019/0153/18153.pdf
https://publications.parliament.uk/pa/bills/cbill/2017-2019/0153/18153.pdf
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FRAMLINGHAM SIR ROBERT HITCHAM'S CEVAP SCHOOL 

 

ACCEPTABLE USE AND DIGITAL IMAGES POLICY (Staff & Other Adults*) 
 

Before signing, the AUP should have been read carefully to ensure that the conditions of use are 

accepted and understood.   

 

 

Staff Name _____________________________________ 

 

I confirm that I have read the Acceptable Use and Digital Images policy and 

understand the school's expectation of me. 

 

I confirm I will adhere to the guidelines set out in this policy. 

 

 

Signed _____________________________ 

Date                   _____________________________ 

 

 

*Please note: Volunteers should sign for this policy on the combined sheet for ‘Confidentiality 

Agreement and Volunteer Policies’. 

 


